Configuration of Draytek 2820n router
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Laptop with Windows XP firewall disabled
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Total elapsed testing time: 0.260 seconds
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Analysis

Solicited TCP Packets: RECEIVED (FAILED] — As detailed in the port report below, one or more of your system's ports
actively responded to cur deliberate attempts to establish a connection. It is generally possible to increase your
system's security by hiding it from the probes of potentially hostile hackers. Please see the details presented by the
specific port links below, as well as the various rescurces on this site, and in our extremely halpful and active user

community. 10

Unsolicited Packets: PASSED — No Internet packets of any sort were received from your system as a side-effect of ocur
attempts to elicit some response from any of the ports listed above. Some questionable personal security systems
expose their users by attempting to "counter-probe the prober”, thus revealing themselves. But your system remained
visely silent. (Except for the fact that not all of its ports are completely stealthed as shown below.)

Ping Echo: PASSED — Your system ignored and refused to reply to repeated Pings (ICMP Echo Reguests) from our
sarver,
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The ports you specified have been successfully probed. Their open, closed, or stealth status is
displayed in the table above. This Text Summary button provides a textual report that can be
printed, copied, and saved:

| [ Text Summary
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Laptop with Windows XP firewall enabled
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Total elapsed testing time: 5.053 seconds

TruStealth
Analysis

Solicited TCP Packets: RECEIVED (FAILED] — As detziled in the port report below, one or more of your system's ports
actively responded to our deliberate attempts to establish a connection. It is generally possible to increase your
system's security by hiding it from the probes of potentially hostile hackers. Please see the details presented by the
specific port links below, as well as the various rescurces on this site, and in our extremely helpful and active user

community. N
Unsolicited Packets: PASSED — No Internet packets of any sort were received from your system as a side-effect of cur
attempts to elicit some response from any of the ports listed above. Some questionable personal security systems
expose their usaers by attempting to "counter-probe the prober”, thus revealing themselves. But your system remainad
wisely silent. (Except for the fact that not all of its ports are completely stealthed as shown below.)
Ping Echo: PASSED — Your system ignored and refused to reply to repeated Pings (ICMP Echo Requests) from our
Server,
Part Status Protocol and Application
Unknown Protocol for this port 3
8 Stealth Unknown Application for this port
re-mail-ck
20 Stealth Remaote Mail Checking Protocol
ntp
123 Stealth Network Time Protocol
isakmp
500 Stealth  Internet Security Associstion and
Key Management Protocol (ISAKME) L
¢ ppip
1723 OPEN! e
ipsec-msft
4500 Stealth o oft 1psac nAT-T
The ports you specified have been successfully probed. Their open, closed, or stealth status is
displayed in the table above. This Text Summary button provides a textual report that can be
printed, copied, and saved:
Text Summary
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Configuration of Draytek 2820n router — TCP ports
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Port Redirection | Set to Factory Default |
Index Service Name WAN Protocol Public Port Private IP Status
Interface

1. SMTP WAN2 TCP 25 192.168.90.2 v
2. HTTP WAN2 TCP 80 192.168.90.2 v
3. HTTPS WAN2 TP 443 192.168.90.2 v
4. Sl’:gfeizﬁlt WAN2 TP 987 192.168.90.2 v
5. 550008t WAN2 TP 8 192.168.90.253 v
6. 550050t WAN2 TCP 50 192.168.90.253 v
ik 550123t WAN2 TCP 123 192.168.90.253 \4
8. S50500t WAN2 TCP Soo 192.168.90.253 \
9. S54500t WAN2 TCP 4500 192.168.90.253 \4
10. 561723t WAN2 TP 1723 192.168.90.253 v
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Port Redirection | Set to Factory Default |
Index Service Name WAN Protocol Public Port Private IP Status
Interface

11. S550008u WAN2 UDpP 8 192.168.90.253 v
12. S550050u WAN2 upDp 50 192.168.90.253 v
13. 550123u WAN2 upp 123 192.168.90.253 v
14, S50500u WAN2 upp Loo 192.168.90.253 v
15. S54500u WAN2 upp 4500 192.168.90.253 v
16. S51723u WAN2 upp 1723 192.168.90.253 v
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Laptop with Windows XP firewall disabled
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FAILED] Tinanveles  FAILED

Solicited TCP Packets: RECEIVED [FAILED] — As detailed in the port report below, one or more of your system's ports
actively responded to our deliberate attempts to establish 2 connection. It is generally possible to increase your

| system's security by hiding it from the probes of potentially hostile hackers. Please see the details presented by the
specific port links below, as well as the various rescurces on this site, and in our extremely helpful and active user

| community. f

Unsolicited Packets: PASSED — No Internet packets of any sort were received from your system as a side-effect of our
attempts to elicit some response from any of the ports listed above. Some questionable personal security systems f
expose their usaers by attempting to "counter-probe the prober”, thus revealing themselves. But your system remainad
il wisely silent. (Except for the fact that not all of its ports are completely stealthed as shown below.)

Ping Echo: PASSED — Your system ignored and refused to reply to repeated Pings (ICMP Echo Regquests) from our
il sarver.
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L E
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The ports you specified have been successfully probed. Their open, closed, or stealth status is
displayed in the table above. This Text Summary button provides a textual report that can be
| printed, copied, and saved:

I | Text Summary
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Laptop with Windows XP firewall enabled
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TruStealth
Analysis

Solicited TCP Packets: RECEIVED [FAILED] — As detailed in the port report below, one or more of your system's ports
actively responded to our deliberate attempts to establish 2 connection. It is generally possible to increase your
system's security by hiding it from the probes of potentially hostile hackers. Please see the details presented by the
specific port links below, as well as the various rescurces on this site, and in our extremely helpful and active user

] community.

Unsolicited Packets: PASSED — No Internet packets of any sort were received from your system as a side-effect of our
attempts to elicit some response from any of the ports listed above. Some questionable personal security systems

expose their usaers by attempting to "counter-probe the prober”, thus revealing themselves. But your system remainad i
| wisely silent. (Except for the fact that not all of its ports are completely stealthed as shown below.)

Ping Echo: PASSED — Your system ignored and refused to reply to repeated Pings (ICMP Echo Regquests) from our
il sarver.

Part Status Protocol and Application
il =
Unknown Protocol for this port i
i 8 Stealth Unknown Application for this port
|
re-mail-ck
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500 Stealth  Internet Security Association and n
Key Management Protocol (ISAKME)
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The ports you specified have been successfully probed. Their open, closed, or stealth status is
displayed in the table above. This Text Summary button provides a textual report that can be
printed, copied, and saved:

I | Text Summary
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This is the result with the Suresignal connected
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Solicited TCP Packets: RECEIVED [FAILED) — As detailed in the port report below, one or mare of your system's ports
actively responded to cur deliberate attempts to establish a connection. It is generally possible to increase your
system's security by hiding it from the probes of potentially hostile hackers. Please see the details presentad by the
specific port links below, as well as the various resources on this site, and in our extremely helpful and active user

| community.
| Unsolicited Packets: PASSED — No Internat packets of any sort were received from your system as a side-effect of our
1l attempts to elicit some response from any of the ports listed above. Some questionable personal security systems
axpose their users by attempting to "counter-probe the prober”, thus revealing themselves. But your system remained
\ wisely silent. (Except for the fact that not all of its ports are completely stealthed as shown below.)
I Ping Echo: PASSED — Your system ignored and refused to reply to repeated Pings (ICMP Echo Reguests) from our
\ server.
Ll
l Port Status Protocol and Application
| 8 Stealth Unknown Protocol for this port 3
| = Unknown Application for this port
re-mail-ck
20 Stealth Remaote Mail Checking Protocol
ntp
123 Stealth Network Time Protocol
isakmp
500 Stealth  Internst Security Association and

Key Management Protocal (ISAKMP) B

1 PPtp
17323 OPEN! i

ipsec-msft
4500 Stealth o oft 1Peac naT-T

The ports you specified have been successfully probed. Their open, closed, or stealth status is
displayed in the table above. This Text Summary button provides a textual report that can be

printed, copied, and saved:
Text Summary
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